Privacy policy

for the use of lockers provided by Holdmybag GmbH via website, QR code and on-site
display

As of 30 September 2025

The protection of your personal data is very important to us. Below, we provide information about how
your data is processed when you use our digital locker solutions via the website, QR codes and on-
site displays in accordance with the provisions of the General Data Protection Regulation (GDPR) and
the Federal Data Protection Act (BDSG).

1. Responsible party

Holdmybag GmbH

Finkenhofstralle 29a

60322 Frankfurt am Main

Frankfurt am Main Local Court - HRB 138942

Email: office@holdmybag.net

(hereinafter also referred to as "we" or "Holdmybag")

2. Purpose of data processing

Holdmybag GmbH provides users with digitally controlled lockers at various locations (hotels,
event venues, public places, its own locker stores, etc.). Access is available via:

« our website (e.g. www.holdmybag.net),
* QR codes at the locker stations or in digital media,
» and via touch displays directly at the locker facility.
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When using our lockers, the following personal data may be processed, depending on the selected
booking and access method:

Data category Examples Master
data First and last name
Contact Email address, telephone number Booking data
Location, start and end time of rental, locker ID Access data
QR code, PIN, token, timestamp

Transaction number, payment service provider, payment method (pseudonymised
only) — not accessible to service providers such as location partners

Usage data IP address, browser data, device type

Payment data


mailto:office@holdmybag.net
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Support data Contents of enquiries or complaints

4. Purposes and legal bases of processing

Purpose Description Legal basis
Provision and administration of the Art. 6(1)(b)
Contract processing locker system, including booking, GD'PR
payment and access
S Processing of user enquiries, faults Art. 6(1)(b)/(f)
Support&Communication or complaints GDPR
Payment processing Integration of payment service providers Art.6para.lit.b
GDPR
Security & prevention Logging of accesses, incident analysis Art. 6(1)(7)
of misuse GDPR
user guidancebeforelocation Display natification, QR scan for access, Art. 6(1)(b)/(f) GDPR
Feedback prqcesses . Art. 6(1)(f) GDPR
fraud prevention Abuse detection, blocking of
access

5. Recipients of the data

Your data will not be passed on to third parties unless this is necessary for the fulfiiment of the
contract or required by law. Recipients may include, in particular:

+ IT and cloud service providers (e.g. Variocube GmbH — for technical locker management)
« Payment service providers (e.g. Stripe, Mollie — no complete account data processing
by us)
» Location partners (e.g. hotels or festival organisers — access to customer data only in
the event of support and exclusively on the basis of a data processing agreement)
« Support service providers (first and second level)
+ Authorities and courts (if required by law)

6. Order nrocessina

If third parties (e.g. location partners or technical service providers) are given access to personal
data, this is done exclusively on the basis of a contract for order processing in accordance with Art.
28 GDPR. This data is made available exclusively for the purpose of supporting end customers in
the use of the compartments and exclusively in read-only access.

7 Data nrocessina when 11sina QR codes and disnlave

When using a QR code or the display on site, the following special features apply:

* The display is dynamic via a secure connection to the backend system.

* Anonymous or pseudonymous session recording takes place.

+ When entered manually (e.g. name, telephone number), these are recorded directly in the
system.

* A token or temporary session ID may be generated for use.



8. Duration of storage

Data category Storage period

Contract and booking data max. 10 years (for tax and commercial law
purposes) Support data 3 years

Access data/log data 90 days (troubleshooting, traceability) QR
code session data 24 hours

9. Your rights
You have the right at any time to:

Information about your stored data (Art. 15 GDPR)
Correction of inaccurate data (Art. 16 GDPR)
Deletion (Art. 17 GDPR)

Restriction of processing (Art. 18 GDPR)

Data portability (Art. 20 GDPR)

Objection to processing (Art. 21 GDPR)

You may request that we erase your personal data if we process it unlawfully or if the
processing/publication of this data disproportionately interferes with your legitimate interests. Please
note that there may be reasons that prevent immediate erasure, e.g. in the case of statutory retention
obligations.

You can request an extract from Holdmybag GmbH showing which data we process in relation to your
person. Contact/responsible person:

Holdmybag GmbH

Finkenhofstral’e 29a

60322 Frankfurt am Main

Frankfurt am Main Local Court - HRB 138942

Email: support@holdmybag.net
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If you have given us your consent to process your data (e.g. in feedback surveys), you can revoke
this consent at any time with effect for the future.
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11. Data protection supervisory authority

You have the right to lodge a complaint with a supervisory authority, in particular in the Member State
of your habitual residence or of the alleged infringement.

Competent supervisory authority:
The Hessian Commissioner for Data Protection and Freedom of Information

https://datenschutz.hessen.de/

12. Data security

We use technical and organisational measures to protect your data against manipulation, loss,
destruction or unauthorised access. These include encrypted data transmission, access restrictions
and regular audits.

13. Changes to this privacy policy

This privacy policy is reviewed regularly and amended as necessary. The current version is
available on our website or can be viewed on site via the display.

14. Severability clause

Should one or more provisions of this declaration be invalid, unlawful or otherwise ineffective, this
shall not result in the invalidity of the entire contract or the entire terms and conditions. The invalid
provision shall be replaced by the relevant statutory provision. Holdmybag GmbH reserves the right
to amend the general provisions at any time.

Holdmybag GmbH

Finkenhofstralle 29a

60322 Frankfurt am Main
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